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Social media has become an integral part of many people’s lives around the world. The main use of this 
communication channel is to connect with social circles. Social media is also widely used for 
commercial and business purposes. Governments are also attempting to use social media as an 
alternative to the traditional communication channels. Nonetheless, when the level of use of social 
media in the government is compared to other fields, e.g. social and commercial sectors, a clear gap 
becomes apparent. This chapter investigates the issue of adopting social media as a communication 
channel between citizens and public agencies (including government departments) and considers a wide 
range of factors that affect the issue from the perspective of public agencies. The purpose of the chapter 
 
 
is to provide an extensive literature review and propose a framework that organises the critical factors 
that affect public agencies’ efforts while implementing social media and to provide a list of hypotheses 
to validate and evaluate the significance of these factors. The validation and evaluation of critical 
factors will hopefully help the decision makers to better understand the concerns and challenges, and 
thereby enabling them to concentrate on efforts to propose the best practices to overcome the barriers. 
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INTRODUCTION 
The rapid growth of information and communication technologies (ICTs) and the development of the 
World Wide Web (WWW) in the form of Web 2.0 have received significant attention from researchers, 
business communities and governments to explore, understand, visualize and enhance new possibilities 
to promote their products and services. The new possibilities have mainly been considered as a 
communication channel and are known as ‘social media tools’, including Facebook1, LinkedIn2, 
Twitter3, Google+4, YouTube5, MySpace6, Weblogs, microblogs, wikis and many more. Kaplan and 
Haenlein (2010) noted that the social media tools have been defined as a collection of Internet-based 
applications established on the foundation of Web 2.0 to allow development, exchange and sharing of 
user-generated content (UGC).  
The use of social media has changed the way we interact on the web, connect to people and present 
ourselves to the world by disseminating information in a far more convenient way.  
In recent years, the use of social media has seen massive growth and has become a noticeable 
communication channel on the Internet for various activities. The facts and figures below highlight the 
importance of various social media tools in terms of global use (Jones, 2013).  
• The use of social media by businesses to promote business    93% 
• Presence on Google+ by various brands      70% 
• Attracted and gained customers through social media (Facebook) as a channel  70% 
• Attracted and gained leads using Twitter as a communication channel   34% 
• Facebook influenced Americans’ purchase decisions on the Internet    47% 
• Number of active users on social media: Facebook has 1.15 billion, Google has 359 million, Twitter has 
215 million and Instagram has 159 million users.  
  
These facts and figures reveal that organisations of all scales can utilize social media tools as two-way 
communication channels to interconnect with consumers/citizens and boost their corporate identity, 
growth and relationship. 
In the context of the government domain, the use and integration of social media began with the Open 
Government Initiative in 2008 during the US presidential campaign. The Open Government Initiative is 
also known as Government 2.0, which emphasizes the following three major principles (Barack, 2011; 
Deschamps et al., 2012; Mergel, 2013): 
1. Transparency 
2. Participation 
3. Collaboration  
 










Over the past couple of years, the proponents of Government 2.0 in both developed and developing 
countries have realized the importance of providing and disclosing government services and 
information via social media tools to enhance efficiency, transparency and government’s relationship 
with the public. Even though the acceptance of social media to communicate with government has the 
potential to provide better services to citizens, it still faces acceptance and adoption problems. Previous 
research has found that the successful implementation of e-government services has relied not only on 
government backing, but also on citizens’ satisfaction and willingness to adopt e-government services 
(Alomari , Woods and Sandhu, , 2012). The satisfaction of end-users (consumers/citizens) towards the 
adoption, usage and success of social media platforms plays an important role. Therefore, it is very 
crucial to identify critical factors that influence government’s acceptance towards the adoption of social 
media tools to enhance the successful implementation of e-government services for two-way 
communication (Coskunçay, 2013; Muylle et al., 2004; Mergel et al., 2009) z.  
This chapter aims to investigate and analyse the adoption of social media in government agencies from 
the government’s perspective. The chapter starts by giving a general historical brief about social media 
and Web 2.0 technologies. In the next section, the factors that influence the adoption and 
implementation of social media in government agencies are presented as the main focus of this research 
project. The chapter also attempts to propose a general framework based on the critical factors 
influencing the government agencies’ adoption of social media in the public sector or Government 2.0. 
The proposed framework categorizes the critical factors as external and internal factors from the 
government perspective. The government perspective is based on hypotheses covering internal factors 
(leadership, top management, funding and risks of management, maintenance and engagement, 
organisation change, policies, corporate culture, learning organisation, information influence, 
technological capacity/maturity) and external factors (communication, ICT infrastructure, privacy and 
security concerns, social representation, economic influence, legislation and political influence) and 
their influence on social media adoption. The use of an organizational-led model will help gather 
evidence for these critical factors that influence the decisions of governmental agencies regarding the 
adoption of social media platforms for smooth, open and trustworthy two-way communication. Here, 
the use of the Technology-Organization-Environment (TOE) model is considered from an 
organizational perspective, and the implications of critical factors that influence the adoption of social 
media are discussed, along with findings and suggestions for future research to understand and enhance 
the way in which government and citizens communicate with each other using social media platforms. 
 
FACTORS AFFECTING THE GOVERNMENT’S ADOPTION OF SOCIAL MEDIA 
The adoption and implementation of social media in government agencies encompass a wide range of 
critical factors which influence the government’s decisions. To improve government services and 
communication and engagement with citizens, government agencies are required to minimize the 
impact of these critical factors for a successful, reliable, secure and transparent adoption and 
implementation of social media platforms. Some of the critical factors can be grouped in different 
categories, as shown in Figure 1. 
Figure 1 – Critical Factors Affecting Government’s Adoption of Social Media 
 
The following section discusses some of these critical factors which are important when considering 
social media as a medium of communication for developing what is often referred to as Government 
2.0. 
Internal Factors: Organizational Influence  
Leadership 
The leadership in government has a strong influence on the adoption of social media and emerging 
technologies as a communication channel. The integration of social media and government will only be 
practical if there is a leadership that can exploit technology in order to enhance communication and 
 
 
relationships with citizens (Meije, 2012). Leadership is crucial to adopt and take critical decisions, 
whereas management is concerned with routine decisions (Selznick, 1957). Leadership is one of the 
fundamental pillars of processes of institutional innovation as it integrates various constraints, including 
legal and financial resources and the technological resources and political environment required to 
adopt fast-growing social media platforms. Meije (2012) has highlighted that, similar to Government 
2.0, government organisations need to develop Collective Leadership 2.0 to be able to exploit the 
potential of social media platforms and emerging technologies. Collective leadership is important for 
governments as it will help to reshape the current hierarchical organisation structure with fixed 
functions and responsibilities into a collective organisation. Researchers have indicated that a strong 
leadership with vision is a critical pre-condition to not only adopt Government 2.0 but also to ensure 
that it is successful (Heeks, 2002; Ke and Wei, 2004). Therefore, the successful adoption of social 
media by government in both developed and developing countries to enhance communication and the 
relationship between government and citizens requires strong leadership. 
Top Political Management  
The integration of government and social media requires leadership from not just a single political 
leader but also from the top management who can draw social interest and offer their experience and 
expertise. According to Organisation for Economic Cooperation and Development (OECD, 2003), the 
strength and consistency of support from top management is one of the most important elements for 
successful reform. In the context of developing countries, political commitment is an important 
criterion for any successful reform to materialise (Ndou, 2004). The role of top management is critical 
for the roadmap of integrating social media and government as they are required to secure funding, 
provide resources, define clear objectives and plans to achieve milestones and gain approval for 
strategies and policies for sustainable changes and the adoption of new technologies (Khanh, 2014; 
Rahman, 2014). 
Funding and Risks of Management, Maintenance and Engagement 
The management and maintenance of social media accounts is one of the critical factors as it has a 
significant influence on communication, privacy and security (Joseph, 2012). Depending on the size of 
the government, it requires dedicated teams to manage social media integration and daily management 
of online profiles. The lack of a dedicated team means the lack of ownership of critical social accounts; 
as a result, there will be no one liable for the content and communication that is published. The 
fundamental shift from traditional websites to social media platforms has made social engagement a 
crucial factor as traditional websites are no longer the only place where citizens explore and 
communicate in order to acquire information. The citizens need a natural way of communication and 
interaction instead of going through memos, surveys or long reports which can kill their interest to 
follow governmental services. Mergel observed as follows: 
Instead of asking people to come to government, it is government going to the people. 
People are, for a lack of a better term, hanging out on Facebook, people are hanging out 
on Twitter. And we want to be sure that our messages can get to people where they want 
it, when they want it and in the form that they want it. I think it is both a fundamental 
shift in our approach to that, and also a reaction to just the nature of the technology 
changing the way people get information (Mergel, 2013, p. 128). 
One of the important factors behind the success of Starbuck’s social media strategy is its engagement 
with customers. In 2008, Starbucks launched a new website (http://mystarbucksidea.force.com) to 
enhance Starbucks’ position in the market. It allowed Starbucks customers across the globe to share 
their ideas, suggestions and even their frustrations. It provided users the ability to see what other 
customers are suggesting, vote on ideas and analyse the results. Similar to the My Starbucks Idea 
platform, there have been various open idea platforms, such as the General Mills Worldwide Innovation 
Network (G-WIN) (http://gwin.force.com/) and Coca-Cola’s Where Will Happiness Strike Next? 
platform (http://www.cocacolacompany.com/topics/innovation), among many others.  
However, in the context of open government, an interactive engagement approach has been lacking. 
Due to the lack of management, maintenance and engagement, most of the open government initiatives 
 
 
that emerged in developed countries have been targeted by hackers, spammers and people wanting to 
make political statements rather than constructive development (Kowtko, 2011; Chandramouli, 2011). 
One of the critical challenges preventing government agencies from having reliable and dynamic 
management, maintenance and engagement is the lack of funding (Zheng, 2013). 
Organizational Change  
Like any other ICT project, the transition from a traditional system to a technology-oriented system (i.e. 
the adoption of social media by governments) often requires organisational change in terms of the 
structure, culture, people and processes in order to achieve effective outcomes. The traditional 
communication approach, including email, chat and websites, has been used widely by organisations. 
Picazo-Vela (2012) discussed the six perceived risks (general context, institutional framework, inter-
organisation collaboration and networks, organisation structure and process, information and data, and 
technology) associated with social media success. The authors highlighted that organisational changes 
are critical to understand social media objectives, initiation, strategies and responsibilities of individuals 
to answer citizens; the vision of the IT department; communication standards and appropriate training.  
Schwalji and Aradi’s (2013) study highlighted that organisational changes are crucial to steer the social 
media adoption for government services from a smaller stage to a higher stage of maturity. Zheng’s 
(2013) study examined the critical factors and challenges in the context of the Chinese government and 
identified that Chinese government agencies (as well as government agencies around the globe) need to 
enhance their organisational capabilities to suit public demands in the social media age. These 
organisational changes and enhancements are internal factors that range from institutional structural 
transformation to organisational culture and collaboration across different borders and boundaries to 
adopt societal changes z.  
Guttormsen and Sæbø (2013) observed that the use of social media (Facebook) has been explored in 
local municipalities and noted that internal and external uses of social media are of comparable 
importance. The government agencies need to adopt organisational changes in order to ensure that they 
collaborate dynamically with both internal and external participants. The government sector needs 
organisational changes in order to allow government servants to utilize the advantages of social media. 
According to Fyfe and Crookall (Fyfe and Crookall, 2010, p. 9), ‘social media are spontaneous and 
instantaneous. Governments are slow and steady’. Governments are accustomed to formalizing 
communication in the form of memos and letters which require modifications and approvals. Compared 
to this formal communication, instantaneous and informal communication can be a challenge in both 
developed and developing countries and therefore it requires organisational changes to become more 
agile, answerable and open to the public (Fyfe and Crookall, 2010).  
In the context of the Arab region, the 4th edition of the Citizen Engagement and Public Services in the 
Arab World report by the Mohammad Bin Rashid School of Government identified that the lack of 
government employee capacity and training is one of the top challenges and is severely affecting citizen 
engagement with government agencies through social media (Winterstein et al., 2014). 
Policies 
In order to deploy, implement, exploit and adopt social media as a communication channel, policies 
play an important role. The policies imposed by the government and private sectors significantly affect 
the adoption of social media as a communication channel. One of the crucial concerns is that political 
parties (government agencies) have banned social media sites to ensure that social media is not used as 
a weapon to organize political rallies. During the previous decade, there have been various countries 
where social media sites such as Facebook and Twitter were banned to avoid the threat to governmental 
stability and hinder protesters’ ability to organize and disseminate information (Harvey, 2014; Hisham 
et al., 2014; Canaves, 2011; Kingsley et al., 2013; Liebelson, 2014; Kirkland, 2014). The list of 
countries that have banned social media platforms occasionally changes due to changes in the political 
situation; therefore, in some countries such bans have only been temporary. According to Harvey 
(2014), a policy to ban social media platforms means an attempt to ban a channel that does not fall 
under the boundaries of a country. Harvey acknowledged that creating policies to regulate Internet and 
 
 
online platforms is difficult as these regulations are tied to the location. However, due to rapid growth 
in information and communication technologies, there have been many workarounds to overcome these 
bans. National social media policies are not limited to the country level as policies play a critical role in 
local corporations and governments with respect to the adoption of social media. The adoption of social 
media without any policies or with insufficient policies can trigger uncertainties, offensive 
contributions, security and legal concerns and unauthorized access. 
Corporate Culture / Ethos  
Corporate culture or ethos is one of the critical factors as it can be more resistant towards the adoption 
and usage of social media if organisations are less technologically oriented or based on a hierarchical 
structure (Kingsley et al., 2013). Organisations have a variety of facets, one of which is culture 
(Hofstede, 1994). The study by Kingsley et al. (2013) highlighted the significance of culture in the 
adoption of social media in learning and teaching. Based on the questionnaire survey, it is analysed that 
over 45% agreed they never use social media tools for teaching and moreover their cultural background 
does not support exploiting the benefits of social medial tools. The adoption process for new 
technologies such as social media platforms varies from one individual to another and from one location 
to another due to demographic characteristics. 
Most of the social media platforms use English as their primary language, which causes some 
corporations in non-English speaking countries to question whether to adopt them. To overcome this 
issue, many countries develop their own local social media tools (i.e. iWiW.hu in Hungary, 
CyWolrd.com in South Korea, Grono.net in Poland) to reflect the cross-cultural differences (Veltri and 
Elgarah, 2009) limited to local presentation. It is crucial for organisations to exploit the opportunities at 
both the local and cross-cultural levels to enhance the understanding of how to adopt social media 
services and build strong relationships at the international level. The successful adoption of social 
media platforms heavily depends on the organisation’s approach to understanding cultural influences 
and reducing its resistance.  
Learning Organization 
The idea of a learning organisation has been discussed repeatedly for the last few decades, especially in 
the context of management studies. In recent times, the concept of learning organisations has become an 
increasingly widespread approach for organisations of all scales. A learning organisation concept helps 
organisations to recognize that their workforce needs opportunities to learn new skills, technologies and 
knowledge and apply them to their working environment. The learning organisation can be defined as 
‘An organisation that is continually expanding its capacity to create its own future’ (Garcarz et al., 
2003, p 1). By increasing individual capacity and nurturing new ways of thinking, organisations 
integrate thinking, personal mastery, shared vision and team learning (Garcarz et al., 2003). The lack of 
a learning organisation can force staff to indicate that they do not want to use social media technologies 
as they do not possess the required knowledge and skills to integrate such technology into their 
communication channels. It is important for learning organisations to consider starting with the 
implementation of social media on a small scale and then evaluating, enhancing and progressing to 
build the objectives for social media platforms in support of different activities (Estrada, 2013). 
According to Gilson et al. (2011), a straightforward switchover of the private sector’s organisational 
learning cannot be applied to governmental departments and agencies. Gilson et al.’s point here is based 
on Warwick’s (1975, p. 204) observation that ‘It is not enough to unpack a briefcase with concepts and 
measures developed in other settings, unload them in a public agency and expect them to encompass all 
the worthwhile reality to which they are exposed’. Gilson et al. (2011) provide the following 
components to ensure organisational learning within the context of the organisation’s culture: 
• Knowledge management (knowledge recognition, capture, collection, storage, dissemination, 
re-access) 
• Organisational learning, motivation and systems  
• Learning about efficiency  
• Learning about effectiveness  
 
 
• Strategic leadership. 
• Organisational unlearning and policy/organisational crises 
• Innovation 
• Human resource management 
• The political process  
 
The main sources of organisational learning vary from organisation to organisation, and therefore 
Gilson et al. (2011) highlighted the main sources of organisational learning in government as follows: 
• Learning from internal sources and experience  
• Learning from citizens and customers 
• Learning from partners, rivals and competitors  
• Learning from top-down direction and overview 
• Learning from critique, advice and media 
• Learning from testing interaction, crises and reviews 
 
It is important for organisations to realize that organisational learning is not a one-stop process and it 
thus requires sustainability for progressive and effective outcomes. Pedlar et al. (1991) observed that 
best practices to sustain organisational learning are based on strategies, feedback systems, forms of 
organisational structures, organisational culture and climate and a reward system. 
Internal Factors: Information Influence  
The adoption of social media by governmental agencies will not only help to save time and cost but will 
also strengthen the agencies’ performance with two-way transparent communication with the public. 
Despite the solid infrastructure of social media, the rate of social media adoption is still limited. As 
compared to traditional media for communication, social media platforms allow for disseminating 
information to the public in real time. The information disseminated or published on social media 
platforms can result in a negative reaction. Therefore, it is crucial for governmental agencies to review 
information and content before publishing it to ensure that it is reliable. It is crucial for governments to 
provide accurate, reliable, up-to-date and prompt information as doing so helps ensure the success of 
transforming government services through the use of social media (Picazo-Vela et al., 2012). 
The exchange or dissemination of information always involves risks of revealing personally identifiable 
and confidential information. It poses risks to governmental agencies and requires them to take a 
strategic step to ensure information is secured and protected (Picazo-Vela et al., 2012; Bryer and 
Zavattaro, 2011). The rapid growth of information and communication technology allows governmental 
agencies to develop their own platforms or adopt third party tools, such as Facebook, Twitter, Google+ 
and/or others. The development of their own platforms provides greater control of their information that 
is collected or stored. However, the use of third party tools means that there is zero or limited control of 
information (Bryer and Zavattaro, 2011) z. In addition to limited access to data, the availability of data 
is one of the important aspects that can significantly damage the adoption of social media platforms for 
communication.  
Internal Factors: Technological Capacity / Maturity  
The rapid growth of data over the Web has resulted into massive complexity which lacks integration, 
interoperability, privacy or ease of access for organisations. For any organisation, technological 
maturity depends on its ability to learn, promote, innovate and re-invent itself and its technological 
scope (Létourneau, 2014). Létourneau (2014) highlights the importance maturity model to dictate a 
comprehensive and structural approach in order to analyse the maturity of committed social media 
platforms to return the innovative potential to the organisations. According to Schwalji and Aradi 
(2013, p. 18), ‘social media maturity is characterized by different levels of organisational visibility and 
endorsement, dominant usage patterns, usage of certain types of content and varying level of interaction 
with citizens and other public sector institutions’. Social media maturity thus depends on the 
 
 
technological maturity to achieve this characterization. Lehmkuhl et al. (2013) have developed a social 
media (SoMe) conceptual maturity model based on the following five dimensions: strategies, 
governance, processes and organisation, systems and culture. All of the dimensions are related to 
internal organisation factors and significantly influence the adoption of social media.  
Ragowsky et al. (2014) defined the Organisational IT Maturity (OITM) model to understand the 
maturity relationship between an organisation and its ICT infrastructure. The use of different factors, 
such as awareness, willingness and trust, are considered influencing factors as they are influenced by 
both users’ ability to use technology and by the perceived excellence of communication with the IT 
team. The deployment, application and usage of social media tools differ from organisation to 
organisation, especially among typical enterprise IT environment systems, due to experience, training 
and usage.  
The importance of assessing the maturity model for the Arab Spring was highlighted in Schwalji and 
Aradi’s (2013) study to increase the participation of the public, force social media to balance national 
strategies and address new public interests and demands on governmental agencies. Schwalji and Aradi 
(2013) developed a maturity model focused on public sectors’ services in Arab countries during the 
Arab Spring using social media platforms to interact with citizens based on the following four pillars: 
visibility and organisational endorsement (i.e. Facebook likes, YouTube dislikes, followers on Twitter); 
level of activity (i.e. number of posts, Tweets, replies to users, videos); content inclusion (i.e. news, 
events, policies, services, emergencies, festivals) and nature of interaction (i.e. government to 
government, government to citizens, citizens to government). The proposed model has been validated 
based on quantitative empirical data from Facebook, Twitter and YouTube platforms only for public 
sector educational and employment organisations. The maturity model is based on three stages: 
• The first stage is related to initial transparency and citizen participation in passive mode, which 
mainly focused on a one-way mode of communication to relay organisational activities, events 
and information.  
• The second stage is to enhance transparency, citizen participation and collaboration by 
providing more information but limited interaction between the public and government entities.  
• The third stage provides full transparency, citizen collaboration and participation on open 
platforms for services, referrals, information and two-way communication based on the 
quantitative empirical data (based on Facebook, Twitter and YouTube) from various public 
sector educational and employment organisations. 
 
External Factors: Technological Influence  
Communication – A Route or a Barrier for Information/Misinformation 
The communication with the public is one of the most important and fundamental tasks for government 
as it allows the government to convey activities, new services and changes in rules and regulations. The 
growth of social media has presented opportunities to overcome the insufficiencies in traditional offline 
and one-way communication between government and citizens (Garvin, 2008; Hand and Ching, 2011; 
Coskunçay, 2013; Kavanaugh et al., 2012). Although the use of social media offers a two-way 
communication platform between government and the public, it requires resources, expertise and 
communication skills to determine accurate, useful and relevant information to be shared on social 
media to ensure better citizen services. This important challenge has been raised in previous studies 
(Hand and Ching, 2011; Hofmann et al., 2013; Hofmann, 2014) to identify how governments can 
successfully set up and run a social network page. For a reliable, strong and long-lasting relationship 
with citizens, it is very important for government and public administration to publish authentic and 
relevant information z. The uses of inaccurate or irrelevant information on social media irritates 
subscribers, fans and followers and often causes them to terminate their relationship with the 
organisation and remove its posts from their newsfeeds (Chun and Warner, 2010; ETarget, 2011; 
 
 
Hofmann et al., 2013). Therefore, government’s external communication is often observed 
disapprovingly by the public.  
The processing of user-generated content is one of the critical challenges as it requires governments to 
identify, characterize and filter the content published by citizens in various formats, such as text, 
pictures, video and audio elements. Joseph (2012) observed that the communication risks are classified 
into the following three different categories that can harm or expose government agents or agencies: 
• Omission: Critical information is not included in a message or tweet published online. 
• Misinformation: The facts and figures are inaccurate; inaccuracy can be unintentional or 
intentional.  
• Compromise: Important and confidential data is leaked from within a government agency on a 
social media platform.  
Chun and Warner (2010) noted that a distributed architecture of a government collaborative tagging 
system underlines the relationships of a tag to semantic, social, pragmatic and contextual reference 
frames to enhance the capability to filter, determine and search new, dynamic and hidden resources. 
Such capability helps to recommend the most relevant government information based on various linked 
resources.  
Kavanaugh et al. (2012) examined the importance and challenges in exploiting rapidly growing user-
generated content on social media. With the massive amount of information on social media platforms, 
government needs to be able to act in a more effective and reliable way to control both routine and 
critical/emergency situations. Based on qualitative approach (Focus groups with 25 participants as 15 
female and 10 male), it is identified that information factors (communication type and behaviour, 
information quality, privacy and security concerns) and organisational factors (policies, legal 
management and maintenance, funding) are critical to influence individual participation (Kavanaugh et 
al, 2012). The processing of user-generated content and the integration of a collaborative tagging 
system requires government to define strategies and polices prior to adopting social media. However, 
due to lack of knowledge and lack of organisational engagement to understand social media strategies, 
it requires deep research to define strategies and also understand the perspectives (Kaplan and Haenlein, 
2010; Heath et al., 2013). Social media as a route to transparent and open communication has raised 
privacy and security concerns. Such concerns influence the decision to adopt social media as a 
communication medium used by governments as well as citizens.  
ICT infrastructure  
For organisations of any scale, ICT infrastructure is one of the building blocks towards the adoption of 
any type of technology, including social media platforms. It helps employees to access and utilize a 
wide range of tools, services and resource for various activities and communication (Kingsley et al., 
2013). According to Kingsley et al (2013) the availability, accessibility and performance of ICT 
infrastructure are crucial factors towards the adoption of technology and tools. With the rapid growth of 
social media, it is important for organisations to realize the importance of integrating social media tools 
with existing infrastructure. Government organisations need to integrate social media tools with 
business applications in such a way that fully supports the processes, goals and outcomes. Sivarajah and 
Irani (2013) highlighted the technical risks posed to the technological infrastructure of an organisation 
due to the use of ICT. One of the potential risks is the discontinuation of existing social media 
platforms. This not only raises challenges for management to replace existing infrastructure but also to 
ensure appropriate training and resources (software, hardware, technical support, network bandwidth). 
In addition, new technology and platforms also result in security and privacy concerns. Therefore, 
government organisations are required to ensure that adopting or upgrading infrastructure will also 
provide the same level of service, reliability, privacy and data security.  
Given the rapid development in technological modernization, skills in using a particular domain can 
swiftly become outdated. Therefore, organisations should consider education and training for 
employees with respect to new infrastructure and services. The lack of training resources and 
 
 
inadequate knowledge may result in a decrease of engagement with citizens and lead to an increasing 
risk of failures.  
Privacy and Security Concerns – Legal and Political  
Privacy concerns have been one of the major obstacles to influence government’s decision to adopt 
social media. There are various privacy, security and data accuracy issues in the context of social media 
tools, ranging from personally identifiable information to the security of confidential government data 
and the level of accuracy of data available to the public (Bertot, 2010a; Sandoval-Almazán et al., 2011). 
These concerns can severely damage the government’s reputation. In today’s tech-savvy world, spam 
and phishing have become a commonplace activity on the Internet. According to a research report 
conducted by NextGate (NextGate, 2013), social media spam has increased by 335% during the first 
half of 2013. Social spam has a significant impact as it has the potential to damage organisations’ / 
governments’ social appearance and turn fans and followers into antagonists. A social spam is not 
limited to one user; it can be seen by potentially all of the fans and followers as well as their followers. 
Across the different types of social media platforms, social media spam has utilized different 
distribution mechanisms, including spammy apps as well as link-based and text-based mechanisms 
(NextGate, 2013). The link-based spam takes the form of a URL which can take the user to the 
spammer’s website or some other inappropriate website. Text spam includes phishing attacks trying to 
obtain personal information. The use of spam is increasing rapidly as 5% of all social media apps are 
spammy; 20% of all spammy apps are found on a brand-owned social media account; 15% of all social 
media spam uses a link redirecting to spammy content, pornography or malware; and one in seven 
social posts contain spam. 
Thomas (2011) discussed four major components (i.e. credentials, engagement, monetization and 
external) in the abuse of social media. Thomas (2011) suggested that attackers targeting the social 
media platforms require the following three components: (1) they try to get access to social profile 
account credentials; (2) apply a mechanism to engage with fans and followers (3) and then post link-
based or text-based content to direct fans and followers to external web space to generate profit..  
Considering the sensitive nature of government’s social media accounts, active monitoring, 
management and maintenance of online social profiles are required to ensure that such accounts are free 
from spammers and are not misleading fans and followers through spammy messages and apps. 
Moreover, such accounts require social spam analysis strategies, such as using blacklists to identify 
links; using passive social media accounts to act as a spam trapper and manually identifying spam 
tweets/posts in trending topics (Thomas, 2011; Gao et al., 2010; Stringhini et al., 2010). The security 
risks restrict government from utilizing certain features offered by social media, such as integrating 
social media badges to divert users to social media without their intention (Hofmann, 2014). The 
marketing ads on the government’s social media profile, e.g. on its Facebook page, highlight the 
privacy concerns since they often feature ads contrary to the message or theme of the page (Magro, 
2009). Thomas (2011) observed that the following two strategies have been designed to prevent abuse 
in social networks: 1) identifying abusive links before they can be distributed and 2) identifying 
fraudulent accounts at the time of registration. The challenge of securing social media from spammers 
will never end and it requires active research and strategies to counteract new methods employed by 
spammers.  
In today’s technologically oriented world, government’s most realistic goal is not only to mitigate the 
disclosure of confidential data but also to overcome the network threats via social media. To maintain 
the privacy of confidential data and thus citizens’ trust, government requires legal policies, standards 
and strategies to deploy best practices. 
External Factors: Social Influence  
Social Representation 
Due to rapid growth in ICT, a large number of social media platforms have been developed. The 
representation of government agencies on all leading social media platforms is crucial to build a strong 
 
 
relationship with citizens. The fact that there are now over 1.15 billion users on Facebook, 359 million 
users on Google, 215 million users on Twitter and 150 million users on Instagram suggests that it is 
important to maintain social representation on all of the leading social media channels if you want to be 
in touch with citizens (Jones, 2013). The representation on multiple platforms means government 
agencies want to reach as many citizens as possible on the social platforms they use on a daily basis. 
The social representation across different social platforms is a critical challenge as it requires additional 
resources, careful consideration and consistency of information, events, facts and figures, policies and 
major press releases across all the social platforms. The lack of appropriate social representation can 
damage the relationship with citizens. According to Mergel (2013), this social media factor can be 
called a ‘push strategy’, where an investment in additional resources means active two-way 
communication across all major social platforms. It is very crucial for top management to understand 
the scope of representation to fulfil citizens’ expectations by increasing interaction and engagement 
with social media users.  
In recent times, though the creation of online representation is a relatively easy process, the regular 
management and maintenance such representation requires has been a major concern. The appropriate 
management and maintenance of all social media accounts can reflect the true usefulness of social 
media platforms. It provides opportunities for government to interconnect, communicate, respond, share 
and update fans and followers in a professional manner and motivate them and their circle to 
enthusiastically adopt such services. 
Environmental Influence  
The environmental influence, such as community interest and successful trending stories, has a critical 
influence on the adoption of social media for communication and interaction (Hisham et al., 2014). The 
environmental influence can be considered an institutional factor (Teo et al., 1997) or as external 
pressure (Soliman and Janz, 2004). This external factor incorporates the pressure from external 
communities and forces them to adopt new technologies. It reflects the concept of resource dependency 
theory (Pfeffer and Salancik, 1978), wherein an organisation’s efficiency is trained and controlled by 
the extent to which resources significantly critical for survival are measured by forces in its external 
environment (Nah and Saxton, 2012).  
Hisham et al. (2014) discussed community interest and successful trending stories as influencing factors 
towards the adoption of social media platforms to observe, understand and explore feasible 
opportunities. The community interest has been observed to be a crucial factor in social media adoption. 
The rapidly growing use of social media by users of all ages shows the need for government agencies to 
also be able to adopt and exploit social media as a communication channel.  
Bayo-Moriones and Lera-López (2007) observed that three different factors, i.e. competitive pressure, 
activity sector and geographical market, have been discussed with respect to the adoption of ICT. The 
competitive pressure and activity sector can be linked with successful trending stories at both the 
national and international level. The higher the level of environment dependency, the greater the level 
of adoption will be exploited by government. Therefore, an organisation in a competitive environment 
is more likely to invest in ICT and adopt various technologies, including trending social media 
platforms, for various activities. It not only helps to strengthen the performance but also ensures success 
in a more open approach. 
Economic Influence  
For organisations of all scales, the economic factor is one of the crucial factors to justify the budget 
requirement for workforce (technical and supporting teams), equipment or outsourcing services through 
the implementation of social media tools. Although the deployment and implementation of social media 
platform costs are lower compared to traditional information management and communication systems, 
it requires appropriate, dedicated and authenticated resources (Kuikka, 2011) to ensure a smooth, 
reliable and progressive outcome. The initiative and adoption of social media requires economic 
support; without such support, there will be a lack of competitive and dedicated resources to design and 
develop strategies, training and support, management and maintenance (Beneito-Montagut et al., 2013). 
 
 
In a case study on two European countries (Beneito-Montagut et al.,2013), lack of time, staff and 
budget were all undisputed factors that critically damaged the adoption of technology. Governmental 
agencies are experiencing budget cuts which severely affect the adoption of emerging social media 
platforms and other emerging technologies that require dedicated efforts. In developing countries, the 
economic factor is one of the most critical factors due to limited budget. Limited budgets restrict 
governmental agencies from acquiring appropriate infrastructure and resources. In addition to budget 
requirements for the adoption and development of social media platforms, it is fundamental to sustain 
infrastructure and technology. In order to ensure the sustainability of infrastructure and technology, 
organisations of all scale are required to secure budget for telecommunication network costs, 
maintenance costs of software and hardware and salaries for dedicated staff and support teams.  
Legislation and Political Influence  
The adoption of social media by government organisations to communicate with the public sector can 
be significantly influenced by legislation and the political situation. According to Akomode et al. (2002: 
pp. 45), ‘the concept of e-government is radically changing the way the public sector is doing business, 
new legal issues continue to arise’. Government adoption of emerging technology and social media 
requires regulations and legislative acts to deal with the changes that are caused by social media 
platforms. The regulations and legislation may vary, including electronic signatures, data protection, 
preventing crimes and social account hacking as well as the freedom of information act (Al-Shafi and 
Weerakkody, 2010). The legal and technical risks in terms of technology may expose governmental 
agencies to serious liabilities. Therefore, government requires legislative acts to be designed, developed 
and implemented to ensure a reliable and safe way of communication.  
In the context of government, legal factors such as enabling or disabling constitutional and legislative 
frameworks, policies, rules and regulations, and mechanisms that simplify or discourage public 
participation also have a strong impact on building government’s will towards the adoption of social 
media platforms. The success of the adoption of e-government is dependent on the government’s role to 
ensure a legal framework for their operations (OECD, 2007). Government agencies must ensure 
recognition and clarification of all of the requirements for agencies implementing social media 
platforms. In various governmental agencies, laws made before the social media platforms existed can 
severely hinder the development and adoption of social media services. Governmental agencies must 
identify these legislative barriers and implement ways to reduce and remove them so that they can 
progress towards the adoption of technology based on the legislative framework. 
Gilson et al. (2011) considered the political process as one of the most persistent influences in 
governmental organisations that influence organisational learning. In recent years, political factors such 
as modernization (high income per capita, high Internet speed, social media penetration), electoral 
pressure (to promote political activities) and transparency/democracy (direct communication) have 
significantly influenced the world’s leaders to adopt social media platforms to communicate with both 
local and international audiences (Barbera and Zeitzoff, 2014). Therefore, it is argued that social media 
is an important political tool and world leaders are thus likely to adopt it to maximize power and ensure 
their survival in office (Barbera and Zeitzoff, 2014). These political factors highlight the risks for 
political leaders because political leaders working in democracies must be extremely sensitive to media 
and campaign coordination due to the risks of damaging their reputation (Howard, 2005; Shirky, 2011).  
Awareness  
The marketing and awareness campaign is very crucial to increase awareness about the importance of 
communication over social media platforms. According to Chordrie et al. (2005, pp. 565), ‘the 
importance of e-government services is exploited and their benefits emphasised to the citizens’ in such 
a campaign. The lack of awareness might prevent citizens from adopting social media as a 
communication channel with government agencies. Government agencies must promote their 
involvement with social media platforms to attract audiences and their participation (Al-Shafi and 
Weerakkody, 2010).  
Schwab (2014) suggested the following best practices to enhance the awareness of using social media: 
 
 
• Consistency: Government organisations should be consistent in their strategy.  
• Deliberation: Government organisations should be deliberate in establishing their presence on 
social media platforms. 
• Discipline: Government organisations should be disciplined to ensure frequent usage and 
maintaining the awareness.  
• One point: Government organisations should ensure they get everyone on the same page about 
social media strategy. 
• Evaluation: Government organisations should evaluate their practices regularly. 
 
The government’s interaction with citizens to increase awareness of its social media presence will not 
only help to motivate citizens but will also boost their confidence in adopting social media platforms. 
The lack of awareness to engage and communicate with citizens through social media platforms reflects 
a social issue in the e-government domain rather than merely a technical issue. It means that the use of 
high technology by government agencies is not sufficient for government agencies; they also need to 
understand the approaches to socializing in order to create awareness and motivate citizens. In addition, 
it is very important to use workshops and seminars to raise awareness among both employees and 
citizens. 
Table 1 below tabulates factors that are relevant to social media adoption in e-Government. These 
factors form the bases of the four constructs (organisational influence, technological influence, legal 
and political influence and social influence) and also the derived hypotheses shown in Figure 2. 
 
Factor Description References 
Organisational 
Influence – Leadership 
Integration of social media and government will 
only be practical if there are leaders that can 
exploit technology in order to enhance 
communication and relationships with citizens. 
(Meije, 2012; Heeks, 2002; Ke and 
Wei, 2004) 
Organisational 
Influence – Top 
Political Management  
Top management who can draw social interest 
and provide benefits with their experience and 
expertise. 
(Hofmann et al., 2013; Ndou, 2004; 
Khanh, 2014; Rahman, 2014) 
Organisational 
Influence – Funding and 
Risks of Management, 
Maintenance and 
Engagement 
Management and maintenance of social media 
accounts is one of the critical factors as it has a 
significant influence on communication, privacy 
and security. 
(Mergel, 2013; Joseph, 2012; 
Kowtko, 2011; Chandramouli, 
2011; Zheng, 2013; My Starbucks 
idea; General Mills Worldwide 
Innovation Network (G-WIN); 
Where Will Happiness Strike 
Next? from Coca-Cola; Challenges 
and Wants from Unilever 
Organisational 
Influence – 
Organisational Change  
 
A government often requires organisational 
change, including changes in organisational 
structure, culture, people and processes, in order 
to achieve an effective outcome. 
(Picazo-Vela, 2012; Sandoval-
Almazán et al., 2011; Schwalji and 
Aradi, 2013; Zheng, 2013; 
Guttormsen and Sæbø, 2013; Fyfe 
and Crookall, 2010; Winterstein et 
al., 2014) 
Organisational 
Influence – Social 
Media Policies 
Influence of policies (governmental / 
institutional policies) towards the adoption of 
social media platforms. 
(Kingsley et al., 2013; 
Hisham et al., 2014) 
Organisational 
Influence – Corporate 
Culture / Ethos 
Administrative culture, organisational culture. 
(Kingsley et al., 2013; 
Laurenson, 2014; Veltri and 
Elgarah, 2009; Bertot et al., 2010) 
Organisational 
Influence – Learning 
Opportunities to learn new skills, technologies 





The information disseminated or published on 
social media platforms can result in a negative 
reaction; therefore, it is crucial for governmental 
agencies to review information before 
publishing it to ensure it is reliable. 
(Picazo-Vela et al., 2012; Bryer 
and Zavattaro, 2011) 
Technological Capacity 
/ Maturity 
Organisation’s ability to learn, promote and re-
invent itself, including its technological scope 
and innovation. 
(Lehmkuhl et al., 2013; 
Létourneau, 2014) 
Technological Influence 
- Communication – A 
Route or a Barrier for 
Information / 
Misinformation 
The communication with the public is one of the 
important tasks for government to convey 
activities, new services, changes in rules and 
regulations. 
(Garvin, 2008; Hand and Ching, 
2011; Coskunçay, 2013; 
Kavanaugh, 2012; Hofmann, et al., 
2013; Hofmann, 2014; Joseph, 
2012; Chun and Warner, 2010; 
Kavanaugh et al., 2012; Kaplan. 
and Haenlein, 2010; Heath et al., 
2013) 
Technological Influence 
on Privacy and Security 
Concerns – Legal and 
Political  
Privacy, security and data accuracy concerns 
have been one of the major obstacles to 
influence many governments’ decision to adopt 
social media. 
(Bertot, 2010a; Sandoval-Almazán 
et al., 2011; Thomas, 2011; Gao et 
al., 2010; Stringhini et al., 2010; 
Hofmann, 2014; Magro, 2009; 
Azmi et al., 2012; Winterstein et 
al., 214; Borenstein, 2008; Al-
Jenaibi, 2013) 
ICT Infrastructure 
The ICT infrastructure ranges from software to 
hardware, network devices, technical teams and 
support, network bandwidth and high 
availability. 
(Kingsley et al., 2013; Sivarajah 
and Irani, 2013) 
Social Influence – 
Social Representation 
 
The social representation across different social 
platforms is a critical challenge as it requires 
additional resources, careful consideration and 
consistency of information, events, facts and 
figures, policies and major press releases across 
all the social platforms.  
(Jones, 2013; Mergel, 2013) 
Environmental 
Influence 
This external factor incorporates the pressure, 
community interest, successful trends, stories 
from external communities and forces to adopt 
new technologies.  
(Hisham et al., 2014; Nah and 
Saxton, 2012) 
Economic Influence Budget requirement to implement, support, manage and run social media platforms. 
(Kuikka, 2011; Beneito-Montagut 
et al, 2013) 
Legislation and Political 
Influence 
In the context of government, legal factors such 
as enabling or disabling constitutional and 
legislative frameworks, policies, rules and 
regulations and mechanisms that simplify or 
discourage public participation also have a 
strong impact on building government’s will 
towards the adoption of technology such as 
social media platforms. 
(OECD, 2007; Barbera and 
Zeitzoff, 2014) 
Awareness 
The marketing and awareness campaign is very 
crucial to increase awareness about the 
importance of communication on social media 
platforms. 
(Choudrie et al., 2005; Al-Shafi 
and Weerakkody, 2010) 




A FRAMEWORK FOR EFFECTIVENESS OF SOCIAL MEDIA 
Current development models and theories for e-government and Open Government Initiatives are more 
applicable in the context of Western countries than that of developing countries (Harrison et al., 2011) 
where adoption of emerging technologies has always been a challenge. Compared to developed 
countries, developing countries are lagging behind in the development and adoption of social media 
platforms and other emerging technologies. The underlying causes are the critical influencing factors 
from both governments’ and citizens’ perspectives as discussed above.  
Very limited research studies have thoroughly investigated the challenges and barriers that 
governmental agencies are facing when implementing social media as part of their E-Government 
systems. Some of the existing work relates to studies conducted by Mergel (2012; 2013) to identify 
these challenges in The United States of America context and by Sivarajah (2012) to identify them in 
the context of the UK. These authors have broadly identified the following three generic categories of 
the factors that impact the governments’ and citizens’ decision to adopt social media as a mode of 
communication: organisational, technological and social factors. Nonetheless, within each of these 
categories, the specific factors can be context-dependent. In a study by Zheng (2013), the author 
examined the critical factors and challenges using a qualitative and inductive approach in the context of 
the Chinese government. The author revealed the need to enhance organisational capabilities in order to 
meet public demands in this social media age. The study was limited to a single government agency 
with a focus on micro blogging as a social medium to disclose government information, provide public 
services, respond to crises and engage in stand-in communications between government and citizens. 
Therefore, while Zheng’s research lacks generalizability, it highlights the importance of organisational 
changes as critical factors towards the successful adoption of social media for government services. 
Sandoval-Almazán and colleagues (2011) explored the Mexican state’s use of social media. Their 
findings revealed that only 400, 000 out of 100 million citizens are participating on social media. In 
addition, the use of Twitter has been discontinued by 20% of Mexican states. Authors in (Picazo-Vela, 
2012) discussed the six perceived risks (general context, institutional framework, inter-organisation 
collaboration and networks, organisation structure and process, information and data, and technology) 
associated with social media success. With limited data from different participants who are social media 
users, only 250 public servants from Central Mexico are working in information technology. In 
Hofmann and colleagues’ (2013) study, the use of social media (Facebook) by local government in 
largest cities in Germany has been explored. Based on a coding scheme derived using data from 
literature and interviews with experts, it is analysed that public administration scarcely make use of the 
social media as a communication channel. The identified results has been limited to few cities hence 
lack the generalization but demand a deeper study to understand and identify management barriers 
towards social networks use by government / public administration. 
Hisham and colleagues (2014) focused on the context of a local government in Australia and provided 
insights into management drive and social media policies which fostered the adoption of social media 
policies. The policies and guidelines in an organisation are the biggest challenges as they dictate how 
social media should be adopted and who should be able to use it, as well as how strict we should be 
with it (Hisham et al., 2014).. The successful trending stories of adopted social media services can 
have a significant impact on the adoption of social media platforms. These will provide best practices 
that will help support organisations who are planning to adopt these platforms to observe, understand 
and explore feasible opportunities (Hisham et al., 2014). 
Given these arguments and conclusions, our research project attempts to fill this gap through the 
development of a comprehensive conceptual framework that identifies the efforts and challenges faced 
by government agencies in implementing social media. This research seeks to contribute on both the 
theoretical and empirical level towards enhancing the understanding of the role and significance that 
social media can play in the field of E-Government. On the theoretical level, the project proposes a new 
conceptual model that comprehensively identifies the factors that impact the adoption of social media as 
a communication channel. The product framework is hoped to help the decision makers in government 
agencies to better understand and therefore make better decisions regarding the implementation of 
 
 
social media technologies. The proposed model can guide the governmental agencies to identify the 
potential opportunities and risks associated with implementing social media technologies as part of the 
E-Government system. 
Over the past few decades, various technological theories and models have been used to scrutinize 
critical factors that influence the adoption of emerging technologies. These technology acceptance 
theories can be divided into two broad categories or levels: the individual level and the organizational 
level. 
Theories at the Individual Level of Adoption 
Theories and models examine the individual’s behavioural intention to adopt technology; these models 
include the Technology Acceptance Model (TAM) (Davis et al., 1989), the Theory of Planned 
Behaviour (TPB) (Ajzen, 1985), the Unified Theory of Acceptance and Use of Technology (UTAUT) 
(Venkatesh et al., 2003), the Theory of Reasoned Action (TRA) (Ajzen & Fishbein, 1980), the Theory 
of Planned Behaviour (TPB) as an extension of TRA (Ajzen, 1991) and the Diffusion of Innovations 
(DOI) (Moore & Benbasat, 1991). These theories and models have been considered in both developed 
and developing countries.  
TAM has widely been used in theories to clarify the behaviour of end users. The TAM theory postulates 
two main constructs, perceived usefulness (PU) and perceived ease of use (PEOU), to explain a user’s 
initial attitude towards the adoption of technology (Davis et al., 1989). In 2000, TAM was extended to 
TAM2 by Venkatesh and Davis. Their extension provides more determinants of PU, such as subjective 
norm, image (IMG), job relevance (JR), output quality (OQ) and result demonstrability (Venkatesh & 
Davis, 2000). Both PU and PEOU are hidden variables that relate to individual characteristics and the 
intention-to-use attitude. However, in the context of social networking platforms/social network sites, 
which are generally based on the concept of developing human relationships as opposed to traditional 
task-oriented systems, these two perception constructs are insufficient for explaining individuals’ 
attitudes to use (Kwon & Wen, 2009). Therefore, for relationship-oriented systems, it is important to 
understand the role of social and emotional factors such as PEOU determinants and their impact on 
system adoption (Venkatesh, 2000; Venkatesh et al., 2003). The UTAUT theory, on the other hand, 
postulates the following four core constructs: performance expectancy, effort expectancy, social 
influence and facilitating conditions as direct determinants. Gender, age, voluntariness and experience 
are variables that serve as the key modifiers that affect the constructs (Venkatesh et al., 2003). Other 
models (including UTAUT) offer additional constructs together with the TAM model, but a broad 
assessment of these models suggests that similar constructs can be analysed in each of these models, 
such as usability (perceived ease of use of TAM, technical complexity of DOI, effort expectancy of 
UTAUT, etc.) (Kanat & Özkan, 2009).  
Theories at the Organisational Level of Adoption: 
Theories and models that exploit the adoption of technology by organisations examine the adoption 
through large aggregates, such as companies, business units, departments and governments (Fichman, 
1992; Ozturk, 2010; Hisham et al., 2014). The theories have been useful for understanding technology 
acceptance and individual behaviour because validation and analysis helps leaders, top political 
management, designers, developers and supporting teams to implement best policies and practices. 
Innovation Diffusion Theory (IDT) 
The Innovation Diffusion Theory (IDT) proposed by Everest Rogers (1983) is the process by which a 
few members of a social system initially adopt an innovation and then, over time, more and more 
individuals adopt it until most of the members have made the switch (Rogers, 1983; Gulati & Williams, 
2011). Rogers (1995) differentiated five types of adopters for innovation diffusion, namely innovators, 
early adopters, early majority, late majority and laggards. Rogers also identified five characteristics of 
innovation that influence the rate of diffusion (1983). These characteristics are relative advantage, 
computability, complexity, observability and trialability. The IDT model has been used for 
improvements in a variety of fields, such as agriculture and organizational environments (Tornatzky & 
 
 
Klein, 1982). However, in the context of information systems, Moore and Benbasat (1991) adopted the 
IDT by refining a group of hypotheses that could be used to examine the individual perspective towards 
adopting technology. They added two additional factors to the original IDT model’s five factors, 
namely image and voluntariness of use (Moore & Benbasat, 1991).  
IDT can be applied to both individuals and organisations and is mainly affected by four elements, the 
innovation itself, communication channels, time and the social system. In a study by Gulati and 
Williams (2011), the adoption of social media platforms (Facebook, YouTube and Twitter) by 
candidates in U.S. Congress was investigated by exploiting IDT. They found that geographic proximity 
contagion and propensity to adopt campaign innovation technologies were important to the adoption of 
social media in a campaign. In addition, they found that the candidate’s age has strong influence on the 
use of YouTube. IDP does have several limitations, however. For example, it was not developed to be 
openly applied to the adoption of new behaviours. In addition, it does not substitute a participatory and 
individual attitude for the adoption of social media platforms (DOI, 2013; Valente, 2010). 
The Technology-Organization-Environment (TOE) Model 
The TOE model, which was first introduced by Tornatzky and Fleischer (1990), has been a supportive 
tool for examining and understanding how organisations adopt technological innovations. The TOE 
framework exploits three elements:  
• The environmental context (i.e., external forces, such as regulations and macroeconomic 
developments, competitors and access to resource supplied by others); 
• The organisation context (i.e., size, scope, top management, centralized system, 
reinforcement, management structure and its complexity, human resource and its quality and 
resource availability); and 
• The technological context (i.e., internal and external technologies relevant to an organisation) 
to influence technological adoption.  
 
The TOE model is similar to Roger’s (1995) IDT in the context of the organisation level. The three 
adoption predictor groups identified by Rogers were the characteristics of the leader (i.e., the attitude of 
the leader towards accepting change), internal characteristics of the organisation (i.e., size, scope, top 
management, centralized system, reinforcement, management structure and its complexity, human 
resource and its quality and resource availability) and the external characteristics of the organisation 
(Ozturk, 2010).  
Over the years, TOE has been used to study various topics, such as the electronic–data interchange 
(Kuan & Chau, 2001), electronic business (Zhu, Kraemer, & Xu, 2003), enterprise resource planning 
software (Pan and Jang, 2008), e-government development (Srivastava & Teo, 2007) and innovation 
assimilation in e-business (Zhu, Kenneth, & Xu, 2006), with mixed constructive and nonvalidated 
results. Table 2 lists a few of these studies based the TOE model (Pudjianto & Hangjung, 2009). From 
the literature review, it is clear that most of the studies on the TOE framework have investigated 
technology adoption and diffusion in various research contexts but have not investigated and/or 
analysed the adoption of social media as a communication channel in the public sector. Table 2 below 
summarises the studies on the IDT and TOE framework available in the literature. 
Theory Constructs Authors 
IDT 
Constituency, the strategic environment, 
organisational attributes and personal 
characteristics 
Gulati and Williams, 
2011 
IDT Relative advantage, computability, complexity, observability and trialability and individual 
Rogers, 1983; 









IS infrastructure, IS expertise, organisational 
compatibility, expected benefits of e-business, 
competitive pressure and trading partner readiness 
Hsiu-Fen Lin, 2014 
TOE Framework: 
determinants of the 
adoption of 
ERP 
IT infrastructure, technology readiness, size, 
perceived barriers, production and operations 
improvement, enhancement of products and 
services, competitive pressure and regulatory 
policy 
Pan and Jang, 2008 
TOE framework: IT 
diffusion 
IT infrastructure, government regulation and 




ICT infrastructure, technology development, 
human capital, 
public institutions and macro economy 
Srivastava and Teo, 
2007 
TOE framework: Web 
services adoption 
Security concerns, reliability, deployability, firm 
size, firm scope and technological knowledge, 
perceived benefits, competitive pressure, 
regulatory influence, dependent partner readiness 







Technology readiness, technology integration, 
size, global scope, managerial obstacles, 
competition intensity and regulatory environment 




Technology resources, perceived benefit, lack of 
organisation compatibility, financial resources, 
firm size, external pressure, government 
promotion and legislation barriers 
 Gibbs and Kraemer, 
2004 
TOE Framework: EDI 
Adoption 
Perceived direct benefits, perceived financial cost, 
perceived technical competence, perceived 
industry pressure and perceived government 
pressure 
Kuan and Chau, 2001 
Table 2: Brief Taxonomy of Existing Theories 
 
As discussed above, a wide range of theories have identified constructs and relationships that influence 
the adoption of social medial platforms on both the individual and organisational levels. Therefore, this 
study utilizes the TOE model to examine social media adoption at the organisational level from the 
governmental perspective. The proposed framework as shown in Figure 4 will examine and predict 
governmental intentions to use social media platforms as a communication channel to communicate 
with citizens. 
Our proposed framework for assessing the effectiveness of the use of social media in e-government is 
shown in Figure 2, where a number of hypotheses act as validation models for assessment and provide 




Figure 2: A Framework for the Adoption of Social Media in Government Agencies 
 
Figure 2 shows the proposed framework based on the TOE model to examine the adoption of social 
media platforms in governmental agencies. The TOE framework has been identified as a supportive 
organisational-led approach in various studies (Zhu et al., 2003; Lin, 2006; Lippert & Govindrajulu, 
2006; Scott, 2007; Borgman et al., 2013) for examining and understanding how organisations adopt 
technological innovations to compete and enhance their performance and efficiency. TOE considers 
both technological and non-technological aspects and is therefore seen as the perfect model for 
examining the adoption of technology at the organisational level. As discussed above, critical factors 
that influence the adoption of social media platforms as alternate communication channels with citizens 
are categorized as either internal or external factors. To examine and understand the risks, impact and 
benefits of the adoption of social media platforms, external and internal factors are further categorized 
into different types of critical factors and linked to independent constructs from the organisational, 
environmental and technological context of the TOE model for deeper examination and analysis. 
The organisational construct plays an important role in the adoption of tools and technologies. The 
organisational context in the TOE framework can be exploited to understand various organisations’ 
internal critical factors, such as leadership, top management, funding, management and maintenance, 
organisational changes, policies, corporate culture and learning concepts.  
Hypothesis # H1 (Internal): 
• H1a: Strong and positive leadership will help governmental agencies efficiently and effectively 
adopt social media platforms as a communication channel to communicate with citizens.  
• H1b: A strong and positive top management will help governmental agencies adopt social 
media platforms as a communication channel to communicate with citizens.  
• H1c: For the successful adoption of social media platforms, government organisations need 
funding for and management and maintenance of the adopted technology.  
• H1d: An organisational change will positively influence governmental agencies towards 
adopting social media platforms as a communication channel to communicate with citizens.  
• H1e: For the successful adoption and use of social media platforms, governmental 
organisations require a strong set of policies and regulations to put into practice. 
• H1f: Corporate culture/ethos plays a critical role in the successful adoption and use of social 
media platforms, and therefore governmental organisations need to balance corporate culture. 
• H1g: A learning organisational culture will positively influence governmental agencies to adopt 
social media platforms as a communication channel to communicate with citizens.  
 
The environmental construct plays an important role in influencing organisations to adopt social media 
platforms and thereby enhance communication with end users. Critical factors, ranging from social 
representation to environmental influence, economical influence to legislation and political influence 
and awareness, can positively or negatively impact how governmental organisations infer the demand 
for innovation and its ability to capture resources towards the adoption of technology. The 
environmental, social, economic, legal and political risks surrounded by the environmental construct 
may expose governmental agencies to critical liabilities and therefore are more likely to influence 
government decisions to adopt social media tools.  
Hypothesis # H2 (Internal and External): 
• H2a: The validated and authenticated relay of information over social media platforms will 
positively influence the governmental agencies to enhance the social media platform integration 
as a communication channel to communicate with citizens.  
 
 
• H2b: The government’s social representation on social media platforms will have a positive 
influence on enhancing their communication with citizens and the adoption of social media 
platforms.  
• H2c: The electoral pressure, competent environment among different government agencies will 
positively influence the government agencies to adopt and enhance the use of social media 
platforms to communicate with citizens.  
• H2d: Learning from the surrounding environment will have a positive influence on the 
government towards the adoption of social media for government services to communicate with 
citizens.  
• H2e: Economic conditions will have a positive influence on the government towards the 
adoption of social media for government services to communicate with citizens.  
• H2f: The legal and political risks surrounded by the environmental construct may expose 
governmental agencies to critical liabilities and therefore are more likely to influence 
government decisions to adopt social media tools.  
• H2g: An appropriate legislative act and its strong implementation will positively influence 
governmental agencies to adopt social media platforms as a communication channel to 
communicate with citizens. 
• H2h: The government’s approach to increasing awareness on social media platforms will 
enhance its communication with citizens and have a positive influence on the adoption of social 
media platforms.  
 
The technological construct highlights the importance of existing technologies and the integration of 
new emerging technologies for the organisations. The lack of appropriate infrastructure, its misuse, lack 
of expertise and vulnerability to security attacks require deeper investigation, particularly regarding 
their influence on government agencies’ adoption and use of social media. The existence and 
integration of technology and its infrastructure, the appropriate use of the technology to communicate 
and relay information and maintaining security acts to be motivate to adopt social media tools by 
organisations of all scales. Employees with relevant skills, technical knowledge and competence and a 
trustworthy approach to communicating with citizens are more likely to influence government decisions 
to adopt social media (Pudjianto & Hangjung, 2009).   
Hypothesis # H3 (Internal and External): 
• H3a: Social media maturity depends on the technological maturity that can be achieved by 
different levels of organisational visibility and endorsement, dominant usage patterns, usage of 
certain types of content and varying level of interaction with citizens and other public sector 
institutions. 
• H3b: The use of social media offers a two-way communication platform between a government 
and its public, but it requires resources, expertise and communication skills to determine true, 
useful and relevant information that should be shared on social media to produce better citizen 
services. 
• H3c: The ICT infrastructure is one of the building blocks for the adoption of any type of 
technology, including social media platforms.  
• H4d: To ensure successful adoption of social media platforms, government organisations are 
required to ensure that adopting or upgrading their infrastructure will allow them to maintain 





The TOE framework has been identified as a supportive approach to examining and understanding how 
organisations adopt technological innovations to compete and enhance their performance and 
efficiency. As discussed above, the TOE-based framework (surrounded by three major constructs—
technology, organisation and environment) influences the adoption of social media tools. The proposed 
model will help to identify both internal and external critical factors based on these constructs that are 
responsible for shaping the adoption of social media as a communication channel. The majority of the 
research studies in this area to date appear to have significant limitations and a lack of generalizability. 
The limitations of these studies are described as follows:  
• Both quantitative and qualitative research approaches have a significant impact on the testing, 
analysis and validation of the hypothesis. The analysis of data collected from only one city, one 
group or one organisation might reflect different views than other cities, groups or 
organisations. Therefore, a generalised analysis is crucial that includes a diverse range and 
calibre of people on a wider scale to understand the influence of the various discussed factors 
on the adoption of social media as a communication channel.  
• Both quantitative and qualitative research approaches have been considered during a single time 
period. However, data collected from government agencies may feature different responses at 
different times. This can have a huge impact on the testing and validation of hypotheses.  
• The statistical analysis phase is crucial to understand and build a relationship between critical 
factors and their influence on the adoption and intention to use the social media. Statistical 
analysis is a massive field that provides a large number of approaches to data analysis. In the 
literature, the following approaches have been considered: structural equation modelling 
(SEM), partial least squares (PLS), regression and Cronbach’s alpha. 
 
The validation and analysis of the hypotheses discussed above for each of the critical factors that 
influence the adoption of social media platforms for two-way interaction with citizens will be carried 
out based on quantitative and qualitative approaches. A quantitative approach will be utilized to collect 
primary data. A survey questionnaire will be used to explain the phenomena by collecting data and 
analysing those using statistical methods. In the context of governmental agencies, different 
governmental organisations will be considered, and study samples will consist of leaders, top 
management and decision makers, IT staff and officers and non-IT junior and senior staff. The samples 
that will be considered will include authorities and critical business decisions to reflect the related 
critical factors that influence social media adoption, such as leadership, top management, funding, 
infrastructure, training, awareness, maintenance, policies, social, cultural, economic privacy and 
security. To validate the hypotheses and capture a generalized analysis, the following approach will be 
employed: 
•    Consideration of Participants with Different Groups: To validate the hypotheses and generalize 
the analysis, it is important to conduct surveys and questionnaire with participants from different 
groups. In the context of governmental agencies, to examine social media adoption, different 
governmental organisations and participants will be targeted.  
•    Random Data Collection: The participants’ responses are of great importance. Therefore, a change 
in response may result to fail the hypothesis. To ensure the validity of the collected data, data will be 
collected from the same participants at random intervals. Gaps in the collection of data might show 
whether they have changed their opinions regarding the adoption and use of social media platforms. 
CONCLUSION 
Web 2.0 and its applications have been widely used to facilitate quick and easy communication and 
messaging to keep citizens and agencies informed of governmental activities. In addition to these basic 
tools, emerging Web technology has a lot to offer to fulfil the human needs which are the foundation for 
how we observe a product and make decisions about the product (Hassenzahl, 2003; Peedu and Lamas, 
2011). The social media tools can be used by E-government to publish jobs and advertisements, 
promote services and events, seek feedback and cooperation from the public and collaborate with 
citizens and geographically diverse agencies to increase the usage of e-services and enhance the 
 
 
transparency of and trust in government. The critical factors and hypothesis discussed above will play a 
significant role in understanding and analysing the adoption of social media in government agencies. 
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KEY TERMS AND DEFINITIONS 
Government 2.0: 
What is meant by Government 2.0 is the transformation of the governing system into a system that 
welcomes the use of innovative mechanisms alongside old ones; that makes changes in workers’ or 
service providers’ ways of thinking and that enhances the processes that allow the government to 
function in a more transparent, cooperative and interactive way. This will allow the public to get 
access to the information and services distributed on the government’s website more effectively and 
quickly. The term ‘Government 2.0’ is drawn from Web 2.0, which means the technological tools that 
enable people to discuss and share information over the Internet.  
Open government: 
Open government could be defined as the governing policy that gives the public the right to access the 
government’s documents and discussions to enable people to supervise the proceedings of the 
government effectively. The ultimate objective of open government is to oppose any effort by the 
state to consider its documents top secret. 
Web 2.0: 
Web 2.0 was introduced by Sir Tim Berners-Lee who defines it as a ‘collaborative medium’, i.e. a 
place where people can get together to share what they read and write. There is a difference between 
Web 2.0 and Web 1.0. 
Social media: 
This term refers to websites and applications that allow users to post and share different kinds of 
information or images, as well as allowing them to join social networking. 
Adoption: 
Adoption is the decision to apply or follow an idea, technique or process. The adoption of new 
technologies is a reasonable process advised by institutional consultants to provide an outline for 
checking relationships within a particular environment, organisation, structure and approach. 
Public sector: 
They are the organisations which the government (or local government) own and control. Their aim is 
to supply people with public services. Most of the time, these services are delivered for free.  
Organisational change: 
This term refers to an organisation which is taking transformational measures. It is the process in 
which either the strategies of the organisation or one of its key sections go through changes. Other 





This term refers to technology that has been utilised for a long time where the majority of its primary 
errors and intrinsic problems have been conquered or reduced through further innovation. 
Technological maturity can be verified if it is user-friendly for both skilful and non-skilful users.  
ICT infrastructure: 
This is the infrastructure that provides various technologies to boost the performance of organisations. 
The technologies provided through an ICT infrastructure are very important for mechanics to carry 
out their daily tasks and are vital for delivering reliable services. An ICT infrastructure covers 
hardware, software, networking and implementation. 
Environment influence: 
This term refers to external conditions or settings related to where individuals live or work. 
Policy: 
This is a strategy that aims at directing decision makers to achieve reasonable results. It is a document 
that includes what organisations intend to do and it is used as a procedure or code of behaviour. 
Polices are normally adopted by the highest administrative body of the organisation, such as the 
Board of Directors, while procedures and codes are produced and followed by highly-placed 
managerial officers. They can be very helpful in decision making.  
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